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Contract Management for
Record Storage & Destruction

If you are like many business owners, you might not take the time to thoroughly review a 

contract when it comes across your desk. You may leave this up to your office manager or 

casually review it yourself.

Yet, effective contract management can help protect your business from many potentially 

expensive lawsuits and judgments. This is especially true for Record Storage & Destruction 

firms, since your customers are trusting you with documents that may be private and sensitive. 

A breach of this confidential data may result in costly lawsuits and negative publicity for your 

customer. This loss of trust in your services, on top of damages paid as a result of contract 

provisions, can be devastating to your business.

It is important that you understand how a 

written contract can benefit and protect 

your business — and it is essential for you to 

practice effective contract management. 

Purchase Orders, Waivers, Rental Agreements, 

Leases, Terms & Conditions and other types 

of written agreements can all function as 

contracts — to simplify matters, the term 

“contract” will be used in this document.

In addition to these common types of 

contracts used by most businesses, Record 

Storage & Destruction firms use specific 

types of contracts unique to the needs of 

their industry. Following are examples of 

additional types of contracts often used by 

Record Storage & Destruction firms which 

you may need to review:

• Business Associate Agreements giving you 
permission to receive Non-Public Personal 
Information (NPI) under the Gramm-Leach-
Bliley Act, Protected Health Information 
(PHI) under HIPAA, or other Confidential 
Customer Media 

• Confidentiality or Non-Disclosure 
Agreements addressing Confidential 
Customer Media 

• Consent forms for employee background 
checks and drug tests 

• Opt-out Agreements for customers wishing 
to bypass particular security procedures 

• Agreements for Responsible Disposal of 
Destroyed Materials, with companies disposing 
of shredded documents and other media 

• Service Agreements 

Record Storage & Destruction firms also need 

to consider how the unique nature of their 

services may require revising or adding to the 

contract clauses commonly used in other types 

of businesses. For instance, the following may 

need to be addressed in contracts used in 

Record Storage & Destruction:

• Clarification of ownership of the records 
while they are in storage, including both 
private records and public records 
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• Rights of the customer regarding control 
of the records while they are in storage, 
such as the right to order retention or 
destruction, and the right to audit records 
and documentation 

• Wording of indemnity provisions to properly 
address the services being provided — for 
instance, who has the right to invoke the 
indemnity provision for public vs. private 
records, and what actions are governed 
by the indemnity provision? Negligent 
destruction or spoliation of records may 
need to be addressed differently than 
intentional release or loss of the records. 

• Wording of indemnity provisions to address 
duties that the customer may not be able 
to delegate (nondelegable duties), for 
instance, indemnification for fines issued by 
government agencies for failure to comply 
with record retention or privacy regulations 

• Wording of indemnity provisions, waivers 
of subrogation and insurance requirements 
to address the length of time these clauses 
apply. Ongoing services such as long-
term storage may need to be addressed 
differently than completed operations such 
as document destruction.  

• Procedures for notifying customers of actual 
or potential data breaches. 

• Requirements for receipts for documents 
and other media received, such as Bills of 
Lading, Customer Acknowledgments of 
Pickup & Delivery, Warehouse Receipts and 
Record Transmittal Forms. 

• Use of Chain of Custody documentation 
for any transportation companies or other 
subcontractors used. 

• Procedures for record retention and 
destruction, including security procedures. 

• Requirements for Certificates of Destruction.

Companies that are members of the National 

Association for Information Destruction 

(NAID) have access to Standard Industry 

Contracts that can be used as a starting 

point for your attorney. For details see http://

www.naidonline.org/.

What a Written Contract Does 
Today’s fast-paced and highly litigious 

business environment requires proper 

contract management and knowledge. 

A written contract functions as a legal 

document and should do the following:

• Provide a clear statement of the work to 
be performed or the products and services 
to be rendered, to prevent confusion and 
misunderstanding; 

• Provide clarification of the legal responsibili-
ties and obligations of the parties through the 
use of indemnification clauses, “hold harm-
less” agreements and waivers or limitations of 
legal liability; 

• Provide a method of dispute resolution 
to reduce and possibly eliminate costly 
litigation expenses, which can be especially 
important with international business 
partners; and 

• In some cases, shift insurance responsibilities 
by including Additional Insured requirements; 
or the contract may increase exposures 
thereby requiring the purchase of additional 
insurance coverage. 

Before Entering Into a Business 
Relationship, Read the Contract 
and Ask Questions 
• What are the costs, benefits and risks to 

each party? What does each party stand 
to lose or gain from each clause of the 
contract, and from the business relationship 
overall? This will help establish your 
negotiating position on each item. 
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• What procedures must be followed to 
complete the work safely and with the 
desired level of quality? Is the other party 
capable of meeting this level of safety and 
quality? Have you verified this through a 
formal qualification process? 

• What insurance coverages and limits
are needed? 

• Are there written, enforceable and properly 
executed subcontracts and supply agreements 
in place with your contractors, subcontractors, 
tenants, landlords, suppliers of goods and 
services, suppliers of parts and raw materials, 
temporary employment agencies, and other 
business partners necessary for you to 
perform your obligations?

When Drafting or Reviewing a 
Contract, Look For 
• Which state’s law applies to the contract, 

and for international business partners, 
which country’s law? What effect does this 
have on the contract? 

• Does the contract include all addendums 
(i.e., no side agreements or verbal state-
ments apply)? 

• Is the contract enforceable? Is it a signed 
agreement between two or more parties? 
Are the parties competent adults who have 
been given the opportunity to review and 
understand the contract? For instance, a 
waiver written in small print, not in plain 
English, on the back of another document 
might not meet this requirement. 

• Does the contract require specific dispute 
resolution methods? Is there an “Arbitration 
Clause”? This is especially important when 
dealing with international business partners 
where the Arbitration Clause may require you 
to arbitrate disputes in a foreign country. 

• How does the contract compare to other 
contracts that may be in effect? Are they 
broader? Are they equivalent?  

• What are the milestone performance dates 
of the contract? 

• What requirements does the contract 
impose upon you? 

• What requirements does the contract 
impose on the other party? 

• What safety and quality control procedures 
are required? 

• Are surety bonds or other security required 
for the contract? 

• Will one party be allowing the other use of 
its tools, equipment or facilities or sharing 
access to the project location with others? 

• If a contractor will be permitted to use 
subcontractors, or a tenant allowed to have 
sub-tenants, what requirements should 
this party be held to? How will they be 
addressed in indemnification clauses? 

• What insurance requirements have been 
written into the contract? Some examples
of insurance coverages that may be 
applicable include: 

 – Auto Liability 

 – Commercial General Liability 

 – Contractual Liability 

 – Fire Legal Liability 

 – Liquor Liability 

 – Product Liability/Completed Operations 

 – Professional Liability/Errors & Omissions 

 – Data Breach 

 – Builder’s Risk 

 – Installation Floater 

 – Bailee Coverage 

 – Motor Truck Cargo 

 – Umbrella Insurance 

 – Workers’ Compensation 

• What limits of insurance are required for 
each coverage? 
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• Are there Additional Insured requirements? 

• Are insurance companies required to have 
particular financial ratings? Most financially 
sound insurers carry an A.M. Best Company 
rating. Refer to http://www.ambest.com for 
information regarding a carrier’s current rating. 

• When dealing with international business 
partners and foreign locations, are 
participating insurance companies 
licensed in the foreign countries where the 
contracted for work may be performed? 

• When contracting with international suppliers 
and trading partners for the supply of goods 
and services being brought into the United 
States, is the international trading partners’ 
insurance company licensed and admitted to 
do business in the United States? 

• Will you be notified if the required insurance 
has been cancelled? 

• Does the contract contain waivers of 
subrogation? If so, which insurance policies 
are affected? Will those insurance policies 
still pay if a waiver of subrogation is in 
effect? What other entities are affected? 

• What evidence of insurance must be 
provided to the contracting parties? 
Certificates of Insurance?

What Additional Insured
Status Does
• A party with Additional Insured status 

has direct access to the other party’s (the 
Named Insured’s) insurance policy, including 
immediate access to legal defense. Without 
Additional Insured status, the first party 
would need to submit a claim to their own 
insurance carrier, and then attempt to recover 
damages and legal fees using a contract’s 
indemnity clause or through subrogation. 

• The Named Insured’s insurance carrier cannot 
subrogate against Additional Insureds. 

• A Vendors Endorsement gives a company 
that is selling the products of another 
company Additional Insured status on the 
first company’s Product Liability insurance 
policy. A Vendors Endorsement may specify 
“blanket” coverage of all products and all 
vendors, or it may be specific to certain 
ones. 

• Additional Insured status is generally not 
available for Workers’ Compensation policies. 

• An Alternate Employer Endorsement 
provides primary Workers’ Compensation 
and Employer’s Liability coverage to another 
party, such as customers of a temporary 
employment agency.

What an Indemnity Provision Does
An indemnification clause or hold harmless 

agreement requires one party (the 

indemnitor) to assume financial responsibility 

for damages for which another party (the 

indemnitee) is liable. Does the contract have 

an indemnification clause? Is it more in favor 

of one party or the other?

Several types of indemnity provisions exist 

and generally fall into these categories:

• Limited Form: Indemnifies only to the 
extent of the indemnitor’s own negligence. 
For instance, if the indemnitor is found to 
be 70% at fault in causing an injury, the 
indemnitor must pay the indemnitee 70% of 
the total damages. This is also referred to as 
comparative fault liability. 

• Intermediate Form: Indemnifies fully for the 
joint negligence of both parties but not for 
the sole negligence of the indemnitee. For 
instance, if the indemnitor is found to be 70% 
at fault in causing an injury, the indemnitor 
must pay the indemnitee 100% of the total 
damages. But if the indemnitor is found 
to be 0% at fault (i.e., the indemnitee is 
100%, or solely, liable), the indemnitor is not 
contractually obligated to pay any damages. 
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• Broad Form: Indemnifies fully for the joint 
negligence of both parties and also for 
the sole negligence of the indemnitee. 
For instance, if the indemnitor is found to 
be 70% at fault in causing an injury, the 
indemnitor must pay the indemnitee 100% 
of the total damages. But if the indemnitor is 
found to be 0% at fault (i.e., the indemnitee 
is 100%, or solely, liable), the indemnitor 
must still pay 100% of the damages. In some 
states, this type of agreement is against 
public policy and therefore, not enforceable. 

• Hybrid: Uses a combination of two or 
more of the above three basic types 
of indemnification. For instance, a 
contract might require intermediate form 
indemnification for payment of legal defense 
costs, but limited form indemnification 
for payment of the actual judgment. Or 
a contract might require limited form 
indemnification for claims from outside third 
parties, but broad form indemnification for 
claims from employees of a contractor
(i.e., third-party-over claims). 

• Cross-Indemnity or Mutual Indemnity: 
Each party agrees to indemnify the other 
for liabilities arising from its own negligent 
acts, errors or omissions. The above three 
basic types of indemnification focus on 
one party (usually the one that drafted the 
contract) being the indemnitee, and the 
other party being the indemnitor. Mutual 
indemnification focuses on each party being 
responsible for its own actions. This may be 
an easier or fairer way to allocate liability 
if the activities of both parties have about 
the same level of risk. But if one party has 
an inherently higher level of risk, mutual 
indemnification may not accomplish what 
each party intends. 

Before a Loss Occurs 
• Properly execute all contracts: 

 –  Are they enforceable, properly signed and 
properly dated? 

• Keep an up-to-date list of all your contracts 
with the amounts and key deadlines noted. 

• Have documentation readily available —
contracts, change orders, Certificates of 
Insurance, and any documentation required by 
the contracts. Retain these documents for at 
least the expected life of the product/service 
covered by the contract, plus the applicable 
statute of limitations or statute of repose. 

• Check Certificates of Insurance that you 
receive from others, to be sure that the 
coverages, limits, Additional Insured status, 
expiration dates, financial ratings and 
cancellation notification are as agreed to in 
the contract. 

• Follow up to obtain new Certificates of 
Insurance before the old ones expire. 

• Verify that you have proper insurance 
coverage as required in any contracts that 
you sign — for each project, location, and 
contract provision.

After a Loss Occurs 
• Regardless of who you believe may be at 

fault or whether all the facts are available, 
report the loss immediately to your agent 
and insurance company. 

• Gather all documents pertaining to the 
contract, scope of work, meeting or 
construction notes, and any other known 
loss issues. 

• Be prepared to discuss the facts and loss 
details with your insurance adjuster. 

Always Seek Professional Advice
• To fully protect your business and its assets, 

you should always consult experts who can 
properly advise you about a contract. It is 
important to: 

 –  Always consult an attorney to work with 
you to draft a contract suitable for your 
business and insurance needs. 
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Why The Hanover?

The Hanover is a leading Property and Casualty insurance company dedicated to achieving world-class performance. 

Our commitment is to deliver the products, services, and technology of the best national companies with the responsiveness, 

market focus, and local decision making of the best regional companies. This powerful combination has been a proven 

success since our founding in 1852, and is backed by our financial strength rating of “A” (Excellent) from A.M. Best.

The Hanover Insurance Company
440 Lincoln Street, Worcester, MA 01653 

h a n o v e r . c o m
The Agency Place (TAP) — https://tap.hanover.com

The recommendation(s), advice and contents of this material are provided for informational purposes only and do not purport to address every possible legal obligation, hazard, code 
violation, loss potential or exception to good practice. The Hanover Insurance Company and its affi liates and subsidiaries (“The Hanover”) specifi cally disclaim any warranty or representation 
that acceptance of any recommendations or advice contained herein will make any premises, property or operation safe or in compliance with any law or regulation. Under no circumstances 
should this material or your acceptance of any recommendations or advice contained herein be construed as establishing the existence or availability of any insurance coverage with 
The Hanover. By providing this information to you, The Hanover does not assume (and specifi cally disclaims) any duty, undertaking or responsibility to you. The decision to accept or 
implement any recommendation(s) or advice contained in this material must be made by you.

171-0915 (1/14) LC 12-190

 –  Always contact your insurance agent when 
another party requires you to provide 
them with insurance, to make sure your 
current insurance program meets the 
needs of the contract.

��   To learn more about Hanover Risk Solutions, 

visit hanoverrisksolutions.com

http://hanoverrisksolutions.com/
http://www.hanover.com/

