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Protecting Computers from
Spyware
Spyware is computer software that is installed on your computer without your consent and
which monitors or controls the computer’s use. It may be used to send pop-up ads, redirect a
computer to alternate websites, monitor internet surfing, or record keystrokes, which, in turn,
could lead to identity theft. Clues that spyware is on a computer include:
• A barrage of pop-up ads.
• A hijacked browser (i.e., a browser that takes
you to sites other than those typed into the
address box).
• A sudden or repeated change in the home
page of the computer.
• New and unexpected toolbars.
• New and unexpected icons on the system
tray at the bottom of the computer screen.
• Keys that do not work (e.g., the “tab” key
might not work when trying to move to the
next field in a Web form).
• Random error messages.
• Sluggish or very slow performance when
opening programs or saving files.

Experts at the United States Federal Trade
Commission (FTC), the federal agency that
works to prevent fraudulent, deceptive, and
unfair business practices in the marketplace
and with the technology industry, recommend
the following measures to prevent spyware
installation:
• Keep the operating system updated.
Systems, such as Windows or Linux, offer
free software “patches” to close “holes” in
the system that spyware could exploit.

• Update Web browser software, such as
Internet Explorer on a regular basis.
• Download free software only from known
and trusted sites. While it may be appealing
to download free software, such as games,
peer-to-peer file-sharing programs, customized
toolbars, or other programs, this software
can change or customize the functioning
of a computer for the benefit of a hacker.
Be aware that some of these free software
applications bundle other software, including
spyware.
• Do not install any software without knowing
exactly what it is. Take the time to read the
end-user license agreement (EULA) before
downloading any software. If the EULA is hard
to find — or difficult to understand — then think
twice about installing the software.
• Minimize “drive-by” downloads. Make sure
your browser security settings are high
enough (e.g., at least the “Medium” setting
for Internet Explorer) to detect unauthorized
downloads.
• Do not click on any links within pop-up
windows, since this could install spyware
software. Instead, close pop-up windows by
clicking on the “X” icon in the title bar.
• Do not click on links in spam that claim to
offer anti-spyware software. Some software
offered in spam actually installs spyware.
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• Install a personal firewall to stop uninvited users
from accessing computers. A firewall can block
unauthorized access to a computer and may alert
the user if spyware is already on the computer.

If a computer has spyware on it, experts advise
taking the following three steps:
• Get an anti-spyware program from a known and
trusted vendor.
• Set it to scan on a regular basis — at least once
a week.

• Delete any software programs the anti-spyware
program detects that should not be on a computer.
• Use anti-virus and anti-spyware software, and a
firewall. Use the same basic computer security
practices that you would for any computer
connected to the Internet.
c To learn more about Hanover Risk Solutions,
s

visit hanoverrisksolutions.com

Why The Hanover?
The Hanover is a leading Property and Casualty insurance company dedicated to achieving world-class performance.
Our commitment is to deliver the products, services, and technology of the best national companies with the responsiveness,
market focus, and local decision making of the best regional companies. This powerful combination has been a proven
success since our founding in 1852, and is backed by our financial strength rating of “A” (Excellent) from A.M. Best.

The Hanover Insurance Company
440 Lincoln Street, Worcester, MA 01653

hanover.com

Copyright ©2013, ISO Services Properties, Inc.
The recommendation(s), advice and contents of this material are provided for informational purposes only and do not purport to address every possible legal obligation, hazard, code
violation, loss potential or exception to good practice. The Hanover Insurance Company and its affi liates and subsidiaries (“The Hanover”) specifi cally disclaim any warranty or representation
that acceptance of any recommendations or advice contained herein will make any premises, property or operation safe or in compliance with any law or regulation. Under no circumstances
should this material or your acceptance of any recommendations or advice contained herein be construed as establishing the existence or availability of any insurance coverage with
The Hanover. By providing this information to you, The Hanover does not assume (and specifi cally disclaims) any duty, undertaking or responsibility to you. The decision to accept or
implement any recommendation(s) or advice contained in this material must be made by you.
171-1086 (9/16)

LC 14-117

